Summary of problem: Asus is setup as WiFi client,attaches to ISP’s AP, but is not able to send or receive any IP packets on WiFi. LAN ethernet ports are isolated from router inside Asus.

I tested that my WiFi interface is OK by setting ASUS setup to default and connecting to router using WiFi connection. I assume that my WiFi hardware is OK.

I am using Oleg‘s firmware version. 1.9.2.7-4 on my WL500G Deluxe. I would like to use Asus to connect to ISP using WiFi as a WiFi client and use ethernet ports for home LAN network. My ISP is expecting WEP 128bit encryption with shared key. I wold like to achieve following configuration (Cisco icons used):
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I will remove all firewalling rules to default accept:
[admin@ASUS500GX root]$ iptables -F INPUT

[admin@ASUS500GX root]$ iptables -F OUTPUT

[admin@ASUS500GX root]$ iptables -F FORWARD

[admin@ASUS500GX root]$ iptables -L -v

Chain INPUT (policy ACCEPT 35 packets, 1482 bytes)

 pkts bytes target     prot opt in     out     source               destination

Chain FORWARD (policy ACCEPT 16 packets, 1216 bytes)

 pkts bytes target     prot opt in     out     source               destination

Chain OUTPUT (policy ACCEPT 1809 packets, 1137K bytes)

 pkts bytes target     prot opt in     out     source               destination

Chain MACS (0 references)

 pkts bytes target     prot opt in     out     source               destination

    0     0 ACCEPT     all  --  any    any     anywhere             anywhere           state RELATED,ESTABLISHED

    0     0 DROP       all  --  any    any     anywhere             anywhere           state INVALID

    0     0 ACCEPT     all  --  br0    br0     anywhere             anywhere

Chain logaccept (0 references)

 pkts bytes target     prot opt in     out     source               destination

    0     0 LOG        all  --  any    any     anywhere             anywhere           state NEW LOG level warning tcp-s

equence tcp-options ip-options prefix `ACCEPT '

    0     0 ACCEPT     all  --  any    any     anywhere             anywhere

Chain logdrop (0 references)

 pkts bytes target     prot opt in     out     source               destination

    0     0 LOG        all  --  any    any     anywhere             anywhere           state NEW LOG level warning tcp-s

equence tcp-options ip-options prefix `DROP'

    0     0 DROP       all  --  any    any     anywhere             anywhere

Ifconfig shows that I have IPv4 address 10.0.0.3 on my eth1 (WIFI) interface and default 192.168.1.1. on my br0 :

[admin@ASUS500GX root]$ ifconfig

br0       Link encap:Ethernet  HWaddr 00:11:D8:8D:54:69

          inet addr:192.168.1.1  Bcast:192.168.1.255  Mask:255.255.255.0

          inet6 addr: fe80::211:d8ff:fe8d:5469/10 Scope:Link

          UP BROADCAST RUNNING MULTICAST  MTU:1500  Metric:1

          RX packets:997 errors:0 dropped:0 overruns:0 frame:0

          TX packets:1719 errors:0 dropped:0 overruns:0 carrier:0

          collisions:0 txqueuelen:0

          RX bytes:67727 (66.1 KiB)  TX bytes:1159528 (1.1 MiB)

eth0      Link encap:Ethernet  HWaddr 00:11:D8:8D:54:69

          inet6 addr: fe80::211:d8ff:fe8d:5469/10 Scope:Link

          UP BROADCAST RUNNING MULTICAST  MTU:1500  Metric:1

          RX packets:997 errors:0 dropped:0 overruns:0 frame:0

          TX packets:2557 errors:0 dropped:0 overruns:0 carrier:0

          collisions:0 txqueuelen:100

          RX bytes:85673 (83.6 KiB)  TX bytes:1635546 (1.5 MiB)

          Interrupt:4 Base address:0x1000

eth0.1    Link encap:Ethernet  HWaddr 00:11:D8:8D:54:69

          inet6 addr: fe80::211:d8ff:fe8d:5469/10 Scope:Link

          UP BROADCAST RUNNING MULTICAST  MTU:1500  Metric:1

          RX packets:0 errors:0 dropped:0 overruns:0 frame:0

          TX packets:775 errors:0 dropped:0 overruns:0 carrier:0

          collisions:0 txqueuelen:0

          RX bytes:0 (0.0 B)  TX bytes:472200 (461.1 KiB)

eth1      Link encap:Ethernet  HWaddr 00:11:D8:8D:54:69

          inet addr:10.0.0.3  Bcast:10.0.0.255  Mask:255.255.255.0

          inet6 addr: fe80::211:d8ff:fe8d:5469/10 Scope:Link

          UP BROADCAST RUNNING MULTICAST  MTU:1500  Metric:1

          RX packets:0 errors:0 dropped:0 overruns:0 frame:7

          TX packets:44 errors:8 dropped:0 overruns:0 carrier:0

          collisions:0 txqueuelen:100

          RX bytes:0 (0.0 B)  TX bytes:2200 (2.1 KiB)

          Interrupt:2 Base address:0x4000

lo        Link encap:Local Loopback

          inet addr:127.0.0.1  Mask:255.0.0.0

          inet6 addr: ::1/128 Scope:Host

          UP LOOPBACK RUNNING MULTICAST  MTU:16436  Metric:1

          RX packets:180 errors:0 dropped:0 overruns:0 frame:0

          TX packets:180 errors:0 dropped:0 overruns:0 carrier:0

          collisions:0 txqueuelen:0

          RX bytes:22074 (21.5 KiB)  TX bytes:22074 (21.5 KiB)

We haven’t seen any input packets on WiFi (eth1) interface.

[admin@ASUS500GX root]$ wl status

SSID: "pokus"

Mode: Managed   RSSI: -28 dBm   noise: -99 dBm  Channel: 1

BSSID: 00:02:2D:2D:10:AD        Capability: ESS WEP

Supported Rates: [ 1(b) 2(b) 5.5 11 ]

We are associated with ISP’s AP with SSID pokus.

[admin@ASUS500GX root]$ ping 10.0.0.1

PING 10.0.0.1 (10.0.0.1): 56 data bytes

--- 10.0.0.1 ping statistics ---

17 packets transmitted, 0 packets received, 100% packet loss

PING to ISP’s IP address is unsuccessful (
[admin@ASUS500GX root]$ ifconfig

br0       Link encap:Ethernet  HWaddr 00:11:D8:8D:54:69

          inet addr:192.168.1.1  Bcast:192.168.1.255  Mask:255.255.255.0

          inet6 addr: fe80::211:d8ff:fe8d:5469/10 Scope:Link

          UP BROADCAST RUNNING MULTICAST  MTU:1500  Metric:1

          RX packets:1077 errors:0 dropped:0 overruns:0 frame:0

          TX packets:1813 errors:0 dropped:0 overruns:0 carrier:0

          collisions:0 txqueuelen:0

          RX bytes:72132 (70.4 KiB)  TX bytes:1185982 (1.1 MiB)

eth0      Link encap:Ethernet  HWaddr 00:11:D8:8D:54:69

          inet6 addr: fe80::211:d8ff:fe8d:5469/10 Scope:Link

          UP BROADCAST RUNNING MULTICAST  MTU:1500  Metric:1

          RX packets:1077 errors:0 dropped:0 overruns:0 frame:0

          TX packets:2801 errors:0 dropped:0 overruns:0 carrier:0

          collisions:0 txqueuelen:100

          RX bytes:91518 (89.3 KiB)  TX bytes:1689763 (1.6 MiB)

          Interrupt:4 Base address:0x1000

eth0.1    Link encap:Ethernet  HWaddr 00:11:D8:8D:54:69

          inet6 addr: fe80::211:d8ff:fe8d:5469/10 Scope:Link

          UP BROADCAST RUNNING MULTICAST  MTU:1500  Metric:1

          RX packets:0 errors:0 dropped:0 overruns:0 frame:0

          TX packets:879 errors:0 dropped:0 overruns:0 carrier:0

          collisions:0 txqueuelen:0

          RX bytes:0 (0.0 B)  TX bytes:497203 (485.5 KiB)

eth1      Link encap:Ethernet  HWaddr 00:11:D8:8D:54:69

          inet addr:10.0.0.3  Bcast:10.0.0.255  Mask:255.255.255.0

          inet6 addr: fe80::211:d8ff:fe8d:5469/10 Scope:Link

          UP BROADCAST RUNNING MULTICAST  MTU:1500  Metric:1

          RX packets:0 errors:0 dropped:0 overruns:0 frame:39

          TX packets:101 errors:8 dropped:0 overruns:0 carrier:0

          collisions:0 txqueuelen:100

          RX bytes:0 (0.0 B)  TX bytes:5050 (4.9 KiB)

          Interrupt:2 Base address:0x4000

lo        Link encap:Local Loopback

          inet addr:127.0.0.1  Mask:255.0.0.0

          inet6 addr: ::1/128 Scope:Host

          UP LOOPBACK RUNNING MULTICAST  MTU:16436  Metric:1

          RX packets:354 errors:0 dropped:0 overruns:0 frame:0

          TX packets:354 errors:0 dropped:0 overruns:0 carrier:0

          collisions:0 txqueuelen:0

          RX bytes:43524 (42.5 KiB)  TX bytes:43524 (42.5 KiB)

We can see that no input packet has been received from ISP , but it seems that router is sending ARP requests on WiFi (eth1) interface that is proved by following test:

[admin@ASUS500GX bin]$ ./tcpdump -i eth1 &

[admin@ASUS500GX bin]$ ping 10.0.0.1

PING 10.0.0.1 (10.0.0.1): 56 data bytes

00:26:23.891683 arp who-has 10.0.0.1 tell 10.0.0.3

00:26:24.887879 arp who-has 10.0.0.1 tell 10.0.0.3

00:26:25.887878 arp who-has 10.0.0.1 tell 10.0.0.3

00:26:26.889378 arp who-has 10.0.0.1 tell 10.0.0.3

00:26:27.887896 arp who-has 10.0.0.1 tell 10.0.0.3

00:26:28.887879 arp who-has 10.0.0.1 tell 10.0.0.3

00:26:29.889369 arp who-has 10.0.0.1 tell 10.0.0.3

00:26:30.887879 arp who-has 10.0.0.1 tell 10.0.0.3

00:26:31.887876 arp who-has 10.0.0.1 tell 10.0.0.3

00:26:32.889456 arp who-has 10.0.0.1 tell 10.0.0.3

--- 10.0.0.1 ping statistics ---

10 packets transmitted, 0 packets received, 100% packet loss
My dmesg:

[admin@ASUS500GX root]$  dmesg

cpu probe

prom init

cpu report

CPU revision is: 00029007

Primary instruction cache 8kb, linesize 16 bytes (2 ways)

Primary data cache 4kb, linesize 16 bytes (2 ways)

Linux version 2.4.20 (root@omnibook) (gcc version 3.2.3 with Broadcom modifications) #62 Mon Mar 14 21:39:22 MSK 2005

Setting the PFC value as 0x15

Determined physical RAM map:

 memory: 02000000 @ 00000000 (usable)

On node 0 totalpages: 8192

zone(0): 8192 pages.

zone(1): 0 pages.

zone(2): 0 pages.

Kernel command line: root=/dev/mtdblock2 noinitrd init=/linuxrc console=ttyS0,115200

CPU: BCM5365 rev 1 at 200 MHz

Calibrating delay loop... 199.47 BogoMIPS

Memory: 30128k/32768k available (1755k kernel code, 2640k reserved, 220k data, 68k init, 0k highmem)

Dentry cache hash table entries: 4096 (order: 3, 32768 bytes)

Inode cache hash table entries: 2048 (order: 2, 16384 bytes)

Mount-cache hash table entries: 512 (order: 0, 4096 bytes)

Buffer-cache hash table entries: 1024 (order: 0, 4096 bytes)

Page-cache hash table entries: 8192 (order: 3, 32768 bytes)

Checking for 'wait' instruction...  unavailable.

POSIX conformance testing by UNIFIX

PCI: Fixing up bus 0

PCI: Fixing up bridge

PCI: Fixing up bus 1

Linux NET4.0 for Linux 2.4

Based upon Swansea University Computer Society NET3.039

Initializing RT netlink socket

Starting kswapd

Journalled Block Device driver loaded

devfs: v1.12c (20020818) Richard Gooch (rgooch@atnf.csiro.au)

devfs: boot_options: 0x1

NTFS driver v1.1.22 [Flags: R/O]

pty: 256 Unix98 ptys configured

Serial driver version 5.05c (2001-07-08) with MANY_PORTS SHARE_IRQ SERIAL_PCI enabled

ttyS00 at 0xb8000300 (irq = 3) is a 16550A

ttyS01 at 0xb8000400 (irq = 0) is a 16550A

loop: loaded (max 8 devices)

PPP generic driver version 2.4.2

PPP Deflate Compression module registered

PPP BSD Compression module registered

MPPE/MPPC encryption/compression module registered

Physically mapped flash: Found an alias at 0x400000 for the chip at 0x0

Physically mapped flash: Found an alias at 0x800000 for the chip at 0x0

Physically mapped flash: Found an alias at 0xc00000 for the chip at 0x0

Physically mapped flash: Found an alias at 0x1000000 for the chip at 0x0

Physically mapped flash: Found an alias at 0x1400000 for the chip at 0x0

Physically mapped flash: Found an alias at 0x1800000 for the chip at 0x0

Physically mapped flash: Found an alias at 0x1c00000 for the chip at 0x0

 Amd/Fujitsu Extended Query Table v1.1 at 0x0040

number of CFI chips: 1

Flash device: 0x400000 at 0x1c000000

Physically mapped flash: squashfs filesystem found at block 936

Creating 5 MTD partitions on "Physically mapped flash":

0x00000000-0x00040000 : "pmon"

0x00040000-0x003e0000 : "linux"

0x000ea190-0x003e0000 : "rootfs"

0x003f0000-0x00400000 : "nvram"

0x003e0000-0x003f0000 : "config"

sflash: found no supported devices

NET4: Linux TCP/IP 1.0 for NET4.0

IP Protocols: ICMP, UDP, TCP

IP: routing cache hash table of 512 buckets, 4Kbytes

TCP: Hash tables configured (established 2048 bind 4096)

ip_conntrack version 2.1 (256 buckets, 2048 max) - 344 bytes per conntrack

ip_conntrack_pptp version 1.9 loaded

ip_nat_pptp version 1.5 loaded

ip_tables: (C) 2000-2002 Netfilter core team

ipt_time loading

NET4: Unix domain sockets 1.0/SMP for Linux NET4.0.

IPv6 v0.8 for NET4.0

IPv6 over IPv4 tunneling driver

NET4: Ethernet Bridge 008 for NET4.0

802.1Q VLAN Support v1.7 Ben Greear <greearb@candelatech.com>

All bugs added by David S. Miller <davem@redhat.com>

FAT: bogus logical sector size 38400

FAT: bogus logical sector size 38400

NTFS: Unable to set blocksize 512.

VFS: Mounted root (squashfs filesystem) readonly.

Mounted devfs on /dev

Freeing unused kernel memory: 68k freed

Algorithmics/MIPS FPU Emulator v1.5

eth0: Broadcom BCM47xx 10/100 Mbps Ethernet Controller 1.3.2.0

robosw_attach_ocp: no Robo device on OCP bus

PCI: Enabling device 01:03.0 (0004 -> 0006)

eth1: Broadcom BCM4320 802.11 Wireless Controller 3.90.7.0

device eth0 entered promiscuous mode

eth0.1: add 33:33:00:00:00:01 mcast address to master interface

eth0.1: add 33:33:ff:8d:54:69 mcast address to master interface

eth0.1: dev_set_promiscuity(master, 1)

device eth0.1 entered promiscuous mode

br0: port 2(eth0.1) entering listening state

br0: port 1(eth0) entering listening state

br0: port 2(eth0.1) entering learning state

br0: port 1(eth0) entering learning state

br0: port 2(eth0.1) entering forwarding state

br0: topology change detected, propagating

br0: port 1(eth0) entering forwarding state

br0: topology change detected, propagating

usb.c: registered new driver usbdevfs

usb.c: registered new driver hub

usb-uhci.c: $Revision: 1.275 $ time 20:26:03 Mar  3 2005

usb-uhci.c: High bandwidth mode enabled

PCI: Enabling device 01:02.0 (0000 -> 0001)

usb-uhci.c: USB UHCI at I/O 0x100, IRQ 2

usb-uhci.c: Detected 2 ports

usb.c: new USB bus registered, assigned bus number 1

hub.c: USB hub found

hub.c: 2 ports detected

PCI: Enabling device 01:02.1 (0000 -> 0001)

usb-uhci.c: USB UHCI at I/O 0x120, IRQ 2

usb-uhci.c: Detected 2 ports

usb.c: new USB bus registered, assigned bus number 2

hub.c: USB hub found

hub.c: 2 ports detected

usb-uhci.c: v1.275:USB Universal Host Controller Interface driver

PCI: Enabling device 01:02.2 (0000 -> 0002)

ehci_hcd 01:02.2: PCI device 1106:3104

ehci_hcd 01:02.2: irq 2, pci mem c00af000

usb.c: new USB bus registered, assigned bus number 3

PCI: 01:02.2 PCI cache line size set incorrectly (0 bytes) by BIOS/FW, correcting to 32

ehci_hcd 01:02.2: USB 2.0 enabled, EHCI 1.00, driver 2003-Dec-29/2.4

hub.c: USB hub found

hub.c: 4 ports detected

usb.c: registered new driver usblp

printer.c: v0.13: USB Printer Device Class driver

hub.c: connect-debounce failed, port 2 disabled

hub.c: new USB device 01:02.2-2, assigned address 2

usb.c: USB device 2 (vend/prod 0xea0/0x2168) is not claimed by any active driver.

usb.c: registered new driver audio

audio.c: v1.0.0:USB Audio Class driver

Linux video capture interface: v1.00

SCSI subsystem driver Revision: 1.00

Initializing USB Mass Storage driver...

usb.c: registered new driver usb-storage

scsi0 : SCSI emulation for USB Mass Storage devices

  Vendor:           Model: 256MB             Rev: 2.00

  Type:   Direct-Access                      ANSI SCSI revision: 02

Attached scsi removable disk sda at scsi0, channel 0, id 0, lun 0

SCSI device sda: 512000 512-byte hdwr sectors (262 MB)

sda: Write Protect is off

Partition check:

 /dev/scsi/host0/bus0/target0/lun0: p1

WARNING: USB Mass Storage data integrity not assured

USB Mass Storage device found at 2

USB Mass Storage support registered.

VFS: Can't find ext3 filesystem on dev sd(8,1).

MSDOS FS: Using codepage 950

MSDOS FS: IO charset cp950

Routing table seeems to be OK:

[admin@ASUS500GX root]$ route

Kernel IP routing table

Destination     Gateway         Genmask         Flags Metric Ref    Use Iface

10.0.0.0        *               255.255.255.0   U     0      0        0 eth1

192.168.1.0     *               255.255.255.0   U     0      0        0 br0

127.0.0.0       *               255.0.0.0       U     0      0        0 lo

default         *               0.0.0.0         U     0      0        0 eth1
ISP’s AP is simulated (for more controled environment without problems with signal, noise and ISP’s filters etc..) by ORINOCO AP-500 bridge with 10.0.0.1 address as management IP interface (to simulate ISP router). I tested that 10.0.0.1 is answering ICMP echo requests from WiFi clients associated with this ISP AP. I expect that it should answer ICMP echo requests from my ASUS WiFi client.
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This screenshot above (from ORINOCO management tool) proves that ASUS associates with ISP’s AP, but there are no packets received from ASUS (Time since last packets shows 7.53 minutes).

Couple screenshot from ASUS config webpages:
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ASUS WL500g Deluxe

Home Gateway

System Setup - Operation Mode

& Home
WLSD0g.Deluxe supports three operation modes to meet different requirements from different
group of people. Please select the mode that match your situation.

In this mode, we suppose you use WLSD0g.Deluxe to connect to
Internet through ADSL or Cable Moderm. And, there are many people in
your environment share the same Ip to 1P

Application © Home Gateway

B Bandwidth Management

Explaining with techrical terms, gateway mode is , NAT is enabed, WAN
connection is allowed by using PPPOE, or DHCP client, or static [P, In
addition, some features which are useful for home user, such as UPRP
and DDNS, are supported

In Router made, we suppose you use WLSD0g.Deluxe to connect to LAN

in your company. So, yau can set up routing protacol to meet your

e S £ Router requirement in office

A Explaining with technical terms, router mode is, NAT is disabled, static
9 Mangeme routing protocal are allowed to set.

Default

In Access Point mode, all § Ethernet ports and wireless devices are set
to lacate in the same local area network, Those WAN related functions

© Access Point are not supported here

Explaining with techrical terms, access point made is, NAT is disabled,
one wan port and four lan ports of WLS00g.Deluxe are bridged together.

Apply

hitp:fmy.router/Advanced_OperationMode_Content. asp




Side effect (might help with explanation) is that when I setup client mode, all ports named LAN (unmanaged switch inside ASUS) are disconnected from router (they switch between each other, but are not connected to „router“ = eth0.1 interface. I am able to connect to router only using ethernet port named WAN (eth0 interface).

[admin@ASUS500GX root]$ brctl show

bridge name     bridge id               STP enabled

br0             8000.0011d88d5469       yes

[admin@ASUS500GX root]$ brctl showbr br0

br0

 bridge id              8000.0011d88d5469

 designated root        8000.0011d88d5469

 root port                 0                    path cost                  0

 max age                  20.00                 bridge max age            20.00

 hello time                2.00                 bridge hello time          2.00

 forward delay             0.00                 bridge forward delay       0.00

 ageing time              42.30                 gc interval                4.00

 hello timer               0.36                 tcn timer                  0.00

 topology change timer     0.00                 gc timer                   0.35

 flags

eth0 (1)

 port id                8001                    state                   forwarding

 designated root        8000.0011d88d5469       path cost                100

 designated bridge      8000.0011d88d5469       message age timer          0.00

 designated port        8001                    forward delay timer        0.00

 designated cost           0                    hold timer                 0.36

 flags

eth0.1 (2)

 port id                8002                    state                   forwarding

 designated root        8000.0011d88d5469       path cost                100

 designated bridge      8000.0011d88d5469       message age timer          0.00

 designated port        8002                    forward delay timer        0.00

 designated cost           0                    hold timer                 0.36

 flags

Commands above shows that eth0 (WAN ethernet port) and eth0.1 (LAN) should be bridged and be on the same IP subnet, answer DHCP requests etc. It works for eth0 but not for eth0.1.  

I tried to exclude eth0.1 from br0 and assign static IP address to it. Then I connected PC to eth0.1 (one of LAN port) and tried to ping eth0.1 IP address. It failed. It seems that after setting ASUS to WiFI client mode, unmanaged switch is disconnected/isolated from eth0.1 interface (PC connected to LAN ports does not get IP address from DHCP server running on br0).

[admin@ASUS500GX root]$  cat /etc/dnsmasq.conf

user=nobody

resolv-file=/tmp/resolv.conf

no-poll

interface=br0

dhcp-leasefile=/tmp/dnsmasq.log

dhcp-range=lan,192.168.1.2,192.168.1.254,86400

dhcp-authoritative

[admin@ASUS500GX root]$

From tcpdump on ASUS it seems that eth0.1 is receiving packets from LAN ports but PC connected to LAN ports canot see DHCP replies from DHCP server from ASUS (ethdump on PC can see only UDP packets from ASUS with HTTP notify on port 1900, there are no DHCP replies visible).  
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